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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Dynalink Communications, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional mformation,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Attd ey for
Dynalink Communications, Inc.

Enclosures
cer Mendel Birnbaum
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Annnal 47 C.F.R. § 64.2009(e) CPNI Certification
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1, Sol Birnbaum, President of Dynalink Communications, Tnc., certify that I am an officer .~ . .

of the company named above, and acting as an agent of the company, that I have personal .
knowledge that the company has established operating procedures that are adequate to - -
ensure compliance with the Commission’s CPNI rules. See 47 C.F.R § 64.2001 ef seg.

Attached to this certification as Exhibit “A” is an accompanying statement explaining:

+ how Dynzlink Commnmications, Inc.’s procedures ensure that the company isin

compliance with the requirements set forth jm§ection 64.2001 ef seq. of the

Commission’s rules.
/V Yz
/" / /

Name: %61 Birnbapm

Title: President

FCC Annual Filing
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Dynalink Communications, Inc. has not taken any actions (proceedings instituted

- or petitions filed by a company at either state commissions, the-court systern, or at the
Cominission against data brokers) against data brokers in the past year, -Companies must

* report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI, and what steps companies are taking to protect CPNI. -

Dynalink Communications, Inc. has not received any customer complaints in the
past year concerning the unauthorized release of CPNI (number:of customer complaints a
company has received related to unanthorized access to CPNI, or unauthorized disclosure
of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individeals not
authorized to view the information).

7

SW i
Sol Birnbaum, President

ECC Annual ¥iling
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Exhibit A

Dynalink Communications, Inc.

Compliance Requirements

rawme



Dynalink Communications, Inc.
233 West 17th Street
New York, New York 10011

Compliance Requirements

Dyndlink Communications, Inc. ("Company”) maintaing the following operating procedures 1o ensure compliance

with the requirements sel forth in Section 84,2001 ¢t seq. of the Commission's yules,

Seetlon 64,2008 Use of crstomer propriefary wetwork information withowt costomer
approval

(=) Any telecommunications carvler mey use, disvloss, or permit access to CENT fav the peposs of
providing or merketing setvice offstlngs smong the catepories of service (e, locdl, inderexchunge, and
CMRRS) to which the castemer already subyeribes Fom the satne oavrier, without customer approval,

(1} U o telecommunications carrier provides diffrent entegorios of service, and a customer
subscribas 40 gnove than one cetegoly of service offered by the carfer, the carvier is permitted to share
CPXY among the ourrier’s affilisted entities hat provide 2 service offering to the customer.

2y If a telecoramunioations cacler provides differsnt categnries of service, but 2 customer doss
10t subscribe 1o wore tha one offering by the carvier, e currfer Is aot permitted to shars CPNE with its
affilintes, excopt 89 provided in §64.2007(b).

(»} A felecommunications carcier may mot ose, discloss, oF perinit eccess to CFNI to makst 0 3
gugiomer serviee offerings that ace within a category of service to which the subseriber does not wirsady
subsoribe o that camier, unless that cerrier has oustorner spprovel v do o, exoept as desoribed in
pucagraph(e) of this section.

(1) A wireless provider may use, dizclose, or permit gocess to CPNL declved from g provision of
CMRS, withom customer sppraval, for the provision of CPE and infornmtion service(s). A wireling earrier
may use, disclose or permit scoess fo CPN derfved fiom is provigion of local exchange servies or
Interexclsangs servioe, withont customer approval, for the provision of CPE and <all amswering, volos yndl
or mesgaging, voice storage and retrieval servicer, fax store and forwerd, eud protocol conversion.

(2} A wslecommunications cawier may not use, dscloze, of pormit secsss o CPNI to idengfy or
track cuetomery that cal} competing service providers, For exasnpie, @ lecal exchange carrier may not use
looal service CPWT to track all customers fhat call local service competitors,

{€) A wlecommunicalions canrter may use, discloss, oy permit agesss to CPNY, without costomer
approval, 28 described in this paragraph ().

{1) A telesommunications carrier miay uge, disclose, or permit scvess 1o CPHY, without cestomer
approval, In its provision of nslde wirlng instafiation, maintenance, and repsir servicas.

{2) CMRS groviders may use, discloss, or peondt access to CPHI for the purpose of conducting
vesvarch on e health eifscta of CMRE,



{3} LECs, CMRS providers, and inferconnected VeIP providers may use CPNY, without customer
approval, to market servises formerly known as adjunci-to-haste services, such as, bud not liraited to, speed
dialing, computer-provided divectory assistance, call monitoring, call tracing, call blocking, call retorn,
repost dinting, call wacking, call waiting, caller LD, call forwarding, and vertain Centrex features,

{dy A telecommunications carrior may use, disclose, o7 permit aceess to CPNI o protect the rights
o1 property of the garrier, o {o protect users of those services aud othor sarriers from fraudulent, abusive, or

unlaw il use Of, o SHDSCIIPHGN 10, SULH Services.

The Commpany hay adepled specific CPNI policies 1o ensire diraly in the absence gf custormer appravel,
CFNI v only used by the Company to grovide or wmarket service offerings amonyg e cutegories of
service {Le, Ipcal, Interexchange, and CMRS) (o which the customer alrendy subscribes.  The
Comparny's CPNI podicles proiibil the sharing of CPNI with affilinted companies, exvept us perinitted
under Rule 64.2005(w(1) or with cusiomer upproval pursuant to Rule 64.2007(k), The only exceplivas
1o these policles are as pennitied wirder 47 C.5.C. § 223{0d) and Rule 64.2005.

Section 64,2007  Approval required fur use of customer proprictary network information,

{a) A felecommunications carier may obiain approval twough weitten, oral or eleciromic
methoda,

{1} A tlecommaunicationy carrier relying on oral approval shall bear the burden of demonstrating
that such approval bas been given in compliance with the Commission’s rules in thia part.

{2) Approval or disepproval to wae, disclose, or parmit access to a eastomer’s CPNI obiained by »
telecorymunications carrfer st remain in effect untll the cusiomer revokes or lmits such approval or
cHsspproval.

(3) A telecomamunications carfier must maltein records of approvat, whether oral, written or
elactronie, for at least one year,

Er all efreumstances where customer approvel is required fv wye, disclose or permi¥ aceess to CPNI, the
Compary's CPNT policies require that the Company oblain casteiner approvael Buvagh written, oral or
clectronlc metheds n complionce with Rule 64,2007, 4 cuvtormer's approval or disapproval remainy in
effect until the custorner revokes or limits the approvel ar disapprovel. The Company mainiains rocords
of customer appraval (whether writien, oral or electrowict for o minfruon of ose year,

b5y Use of Opt-Out and Ope-In dppioval Processes. A telecomsmuonications carrier may, subject
to opt-oui epproval or oplin approvel, use fs customer s fadividually identifinble CFINI for the papose of
marketing communioations-related services to that customer, A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer’s indtviduslly tdentifisble CPNI, for the purpose
of marketing commupications-related serviees o thar customer, (o its agents and its affiliates that provide
commnunications-related sexvices, A telecommunications grrier rasy also permit such person or entities w
obtain access to zuch CPHI for such purposes. Except for use amd discloswre of CPNI that is permitted
without customer approval under section §64.2005, or dxat s described in this paragraph, or as otherwise
provided in seetion 222 of the Convnunications Act of 1934, as amended, a felecommunivations carries
may only use, disclose, or permit 2ccess to Hs customer’s individually dentifiable CPNI subject fo opt-in
approval,

The Compony doez sof use CPNI for any purpose (mcluditg muarkefing communications-relaied
services) auil does not diselose or grant gecess to CPNI to any party (including 1o agevds or affifiistes that
provide conmnidcations-relmied services), excepl as perrilied ander 47 (8.0 § 222(d) and Kule
64,2003,




Section 642008 Noties reguived for use of custornsy proprietary actwork igformation.

{3)  Notffication, Tenerailv. {1) Prior w0 oy solickislion for customer approval, &
telecominunications carvier must provide netification to the customer of the customer's ¥ight to restrict use
of, disclose of, and access to that castomey’s CENL

{2}y A televoromunications carrier must mainiain records of notification, whether oral, written or

EieSinenic, Tor 3F 18350 one Véar.

(b Individual notice to customers must be provided when seliciting approval 10 use, disclose, or
permitaccess o eustomers” CPNL

() Comers of Notice. Custoraer notificalion must provide sulficient information to enusble the
custorner W meke an biformed decision as to whether 10 permit & canvier to use, dissloge, or permit access
to, the customer’s CPNL

{1y The posification vowst state that the customar has a vight, and the carier has a duty, under
Teders] Inw, to protect the confidentiality of CPNL

{2} The notification must specify the lypes of information that constitube CPNI and the specific
entities that will recsive the CPNI, degoribe the purposes for which CPNY wiil be used, and inform the
custorner of s on her tight {o disapprove those uses, and dexy or withdraw access to CPN at any time.

{3) The notificadion must advise the cusivmer of the procise steps (ke customer must take in order
to grant or dewy access to CPNI, end must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes, Fowever, carricts may provide a bwief
staement, in 2 clear and neuiral language, describing conseguences divently resulting from the fack of
acuess 10 CPMNL

(@) T'he notification must be comprebensible and mast not be misleading.

{5y I written notification Is provided, the notics mustl be clearly legible, use sufficiently large
type, @nd be placed in an arca so &5 to be readily apparent fo a customaer.

(6) Tf any potfion of @ notificatlon Iz wanslated into another language, then all portions of the
rotification must be rapslated into that langvage.

{7y A canier may state In the notification that the oustomer’s approval to use CPNT may endizice
the catrier's ability to offer products and serviees ilored o the customer’s needs, A carrier also may state
i the notiticatiol thet it may be compelled to disclose CPNI t6 iy person upon affirmative written request
by the customer.

(8) A carrier may not includs In the notification any statement attempting fo encouvrage a customer
to freeze Hird-party access to CPNIL

{9y The notification must state that any approvel, or denial of appeoval for the use of CPNI
outside of the service 0 which the customer already subscribes fror thet catrier is valid until the cusfomer
affirmatively revokes or Lmits such approval or denial.

{10} A lelecommunications carrier’s solicitation for approval must be proximate to the
notification of a customes's CENI rights.

The Company’s CPNI policies regidre that customers be notified of their rights, and the Compeny's
obligutions, with respect o CPNT prior 1o any solicitntion for castomer approvel. AN required custorner
notices (whether weitten, orgl or cecironic) comply with the requiremenis of Rile 6¢.2008. The



Compuny mainiaing records of all requived customer tiotices (wheifier writlen, oral ar electronic) for o
i ¢f one yean

(&) Notice Reguirements Specific to Opt-Out. A whesominunivations carrler must provide
notification to obtaix opt-out approval through clecwonic or written methods, but not by oral
compunication (excopt as provided in paragraph () of this section). The contents of any such notification
maust comply with flie reguirements of paragraph (c) of this section.

(1) Carriers must wail 2 30-day minimum period of time after giving custoeners notice and an
vpportunity & opt-oul befors assuming customer approval (o use, disclose, or permil secesy o CPNE A
carrier may, in is diserslion, provide for a longer poriod.  Carriers must notify costomers as 1o the
applicable walting porfod for a response bofore approval i3 assymed.

(i} In the case of an electronie form of netification, the walting period shall bepin to run from the
date o which the notification was sent; and

(ify In the case of notification by mail, the walting period shall begin to vun on the thivd day
following the date that the notification was muiled.

(Z) Camiers using the opt-out mechenism must provide notices to thelr costomers svery two
YEHE. \

3} Telecommunications carriers thet use e-mall to provide opt-out notices must comply with the
following requirzinents in addition {o the requivements generally applicable (o notification:

(D) Carlers mnst obtain express, verifisble, prior spproval from consumers to send nufives via ¢-
mail regarding their service in general, vr CPNT in particular;

(i1} Carriers mmst allow customers to reply divectly to e-mails containing CPNI notices in order to
apl-out;

(HD) Opt-ous e-mall notices thet are retuned 1o the carvier as undeliverable nuest be sent to the
-custoraer In another form before carriers may sonsider the customer to have received notice;

{iv) Carriers thet use e-tail 1o send CPNI gotlees must ensure that the snbject line of the message
ciearty and acourately identifies the subject matter of the e-mail; and

{v) “lelecommunications carriers must make available to every customer a method o opt-out that
is of no additional cost to the customer and thet is available 24 hows g day, seven days a weel, Carviers
ray satisfy this requirement through » combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that cholee whenever they chwose,

The Compuny dees not eurrently solicit “opt ow® customer approval for the use or disclosure ¢f CPNT,
The Company does not wse CPNY for any purpose (mciuding marketing  comminiontions-reluted
services) and does not disclose or grant access to CPNI to any porly (ineluding to agents or gffitiaies that
provide commurdcations-related services), excepl as permiited under 47 LS § 2220d) and Rule
54, 2005,

{2)  Notice Reguivenmems Specific {o Opi-fn. A telecommunications carrier may provide
notification 1o obiain opi-in approvel through oral, written, or elecivonic metheds, The contents of any suck
notification must comply with the requirernents of paragraph (o) of this seciion,

The Cormpany does not curvently solicit “opt In" customer approval for ifie wse or disclosure of CENL
Yie Company does not uve, discloye or grapt aecess (o CPNI for any purpese, o any parly or in any
wanwer that wowrld requive a custpster's Vopt in" approvel under the Conmmission’s CPNI Rules.



{fy Notice Reguiremenis Spacific to One-Thne Use of CPNL. (1) Carriers may uge oral notice o
obtein limied, vnedime use of CPNI for inbousd and outbound customer telephone comtacts for the
daration-of the eall, regardicss of whether camiers uge opt~out or opt-in approval based on the nature of fae
contact,

(23 The contents of suy such notification must comply with the requircments of pangraph {¢) of
this section, excapt that wlecommunications carviors may omit any of the following notice provisions if not

teievant 1o the mited 186 Tor Witioh THE Caltiar Seoks PN

{1} Carriers need not advise custorers that if they have opted-out previousty, no aetion is needed
to maintain the opt-out election;

(ify Carriers noed not advige customers that they may shara CPNI with their afftliates ot third
partics and need not name those entities, if the Hintted CPNI usage will not result in nse by, ov disclosure
to, an affiliate or thivd party;

(fify Carers need not disciose the means hy which a customer can deny or withdraw fubire access
to CFNY, so long as carriers explain to costomers that the scope of the approval the carrfer seeks is Hmited
to one-time use; and

(v} Carriers may omit disclosure of the precise steps 2 custorner must taks in order to grant or
deny access to UPN, as long es the carrder cloarly commumicntes thas the customer cah deny ac0ess o bis
CPNI for the vall.

b instances witere the Company sechks ouc-time customer approval for the use or disclosure of CENI,

the Compuny obinins sack apprevid it gccordance with e disclosures, methods and requirements
conteined in Rele 20085

Section 64.2009 Bafeguards required for uge of customer propristury getwark informaiion.

{ay Telecommnnications carriers must kplement # system by which the stetus of & customer’s

PR approval can be clealy esiablished prior to the use of CENL,

The Compaity’s billing system olipws authoerized company persivnel o easlly deterndine the status of a
cusipmer's CPNI ppproval on the cusiomer account sereci prior fo (e use ar disclosure of CPNE

(b} Telecommununications carriers wst @ain their personnct a3 to when they are and are not
authorized to use CPNI, end carrlers must have an express disoiplinary process in place,

Fhe Company kas established CPNI complinuce policiey that Include empleyee (rafuing on restrictions
ofi the yse and disclosre of CENT and requived safeguards to protect pgalist unaufhoried wse or
disclosure af CPNL  Employees have signed that they smderstand dre CPNT policies and o violation of
thase policies will resulf In disciplinary action,

() A curriors shell maintain a record, electronically or in some other manner, of their own and
their 2ifliates’ sales and marketing campaigns that use their customers’ CPNI. All corders shall mainiahn a
recorg of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowsd gocess to CPN). The record must inolade o deseription of each campaign, the specific CPNI thar
was tsed In the compalgn, and what products and serviees were offered as a part of the campaign., Catriers |
shah rotain the record for a minimum of one year.

The Company's CENY potlcies regirire that afl sales and wmurketing compaigns including those uilliying
CPNT be recorded and kept on file for at Teast one year. Records are olso maintained for disclosure or
access o CPNT By thivd pariles. The records nelude (he required information lsted in Rile 64.2009(c)



(@) Telecommunications carviers must estebligh e supervisory review process regarding cerrier
aompliance with the roles i this subpart for out-bound mavieiing simations and maintain records of cerrler
complisnce for a minimum period of one year. Speeificatly, sales personnel must abizin sapervisery
approval of any proposed out-bound mariceting requsst for castomer approval.

The Compony’s CPNI pollcles require employees to obtain approval fromh the Company’s CPNS

_ Conmfiance Miicer for all marketing covupaigns, including thove rtifiing CPNY prior so tnifigting thes

campaign.  Record of e wmarketlig eampaigns, afong with the gppropriate supervisory approval 15
mainmnined for af leqst one pear. '

{s) A telecommuoications carder must kave an officer, a8 an agent of the carcier, sign wud file
with the Commission s compiiance certificale on an annual basis. The officer nmst siate in the cerification
that he or she has personal knowledge that the eompany has established operating provedimes that are
adequate to ensure compliance with the rules in this subpart. The carrier mmst provide a staternent
accompanying the certificate explaining how ifs operating procedures ensure that it is or is not In
vomplizncs with the rules in this subpert. In additien, the caerier mast inckde an explanation of any
actiong taken Against data brokers and & summary of all customer complaints r¢ceived lo the pasl year
concerning the unasihorized release of CPNI. This filing must be made ansually with the Enforcemernt
Bureau on or befors March 1 in BB Docket No. 06-36, for data pertaining o the previous calendar vear,

The requived ufficer certificetion, acfivns paken against datn brokess and sonmugty of customer
cotapiatnt docaments are included with this accompenyling stwtesent.  The Company will file fhese
docurments s an anitual basis on or before Mareh 1 for duta pericining 2o e previouy calendar year.

() Carriers must provide writien notice within five business days to (ke Commission of sty
instance where the opl-out mechanisms do not work properly, to such a degree that consumers’ inability to
optout is morve than an anomaly.

(1) The notice shall be in the form of & letter, and shall include the camrler’s nume, # desoription of
the opt-out mechanism(s) used, the problems(s) experienced, il remedy proposed and when ¥ will befwas
implemented, wheiker the refevant state comunission(s) has been notifled wd whether T hes laken apy
action, a copy of the notice provided to evstomers, and contact nformation.

{2} Such notice must be submiited even if the cartler offers othey methods by which consumers
may upt-out.

The Compuny dues rof curvently solicit “ape ont” custorer approval for the use or disclosire of CPNL
Seetion 44.2018 Safeguards on the disclosure of customer proprietary nefwork formaiion,

(& Sofeguerding CPN. Telecormunications caariets must take reasorable maasures to discover
and protect sguinst attempls fo gain cpauthorized access to CPNL  Telecommuonicatlons carriers must
properly authenticats a customer prior fo disclosing CPNI based on cussemer-initiated telephone contact,
online account seoess, or a4y in-slore vigit,

Tha Company's CPNT policies and emplovee training include reasonable measares fo discover and
profect ageinst aotivity that is indicative of pretexting and employees ave Instencied (o notify the CPNI
Unanpliance Qfficer if any sueh act{vity Is suspecied.

(by Felephowe access to CPNYL. Telzcommunications carriers may only disclose call detail
wforengtion over the elophone, based on customer-initised telephons contact, If the customer fimt
provides the carrier with a password, as deseribed fe paragraph (e) of this section, that is not prompted by
the carricr asking for readily availsble biographical information, or account information. Xf the customer
does not provide g password, the telecommunications carrier may enly disclose cail detsil information by
sending it to the customer’s address of record, or, by calling the customer at e telephone mumber of
record, 1fthe cnstomer is able (o provide call detail information to the telecommunications cartier darfag a



custorner-mitiated call without the tcjecommunications carrier’s assistance, then the felecommunications
cmrrier is parmitted to discuss the eall detsil information provided by the customer,

The Company’s CPNI policies ensuve that a cusfomer is only wble te access coli detaif information over
the telephone in one of e ways fisted In Rele 64.2010(b), X the customer cannoi remomber eir
password, they qre prompied iv answer g secuvify guestion, Neither the pussword nor the securify
qaestion: are based ot reedily available bigraphicel informativh er accedni mformats‘oﬂ Cusionser

service representalives are insiraced 1y authenticale customers over e feieph one in all instances Lxeept

In fhe case where the customer provides the call detail iformation withowt the assistence of the
Company.

{¢) Online pecess to CPNL A wiceommunications carrler must aunthenticate g custonger without
the use of readily availabie biographical ioformation, w accoutt iaformation, prior to allowing the
pustommer online access to CPNI relaled o o telecommunicetions servive account, Ongce anthenticated, the
cogtomer snay onby obtahs otline acccss 1o CPFMI related to a telecommumications service account rongh a

passward, as desoribed in paragraph (¢) of this sectinn, that 3 not prompted by the carrier asking for readily

avaflable biographical fnfornation, or seconnt nformation.
The Company’s custorters do wol currerdly have access to telr acconnt online.

(dy In-Srare qeeess to CENL A telecommupications carrier may disclose CPNI fo a ¢ustomer
who, at a cayzier’s retad] location, first prosents wo (he telecompwmications carrier or its agent a valid photo
1D matching the cugtomer’s accovnt information.

The Company does not have retail locations.

(2) Estoblivhment of a Password and Back-wp Authentication Methods for Lost or Forgouen
Passwords. To eatablish & password, a teleconmmmications catrier nest suthenticate the customer without
the uge of rendily available biographical information, or account information. Telecommunications carriers
may create 2 beck-up customer awthentication method in the event of a lost ot forgotien password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
anformation, or accownt information.  If a customer cansel provide the correst password or the conrect
response for the busk-up oustomer aulhenticating method, the customer must establish & new password ag
desoribed in this paragraph,

The Company’s CPNI policies allow for ¢ few waps fo extablish a pagsword, all of wiich ensure
complivnee with the above paragraph,. Eacll metfod alyo aflows the cusipmer v evinhlish 6 back-up or
seckrity ghestion fn fhe event thas they fovpef their password. In o event does the Company use readily
availeble Diogrophical ferination or accouns inforination 43 o bach-up qiestion or as o mieany o
estabiish a password or guiliendicate e customer,

{f) Notification of account changes. Telecommunicalions cecriers must notify customers
immediately whenever a password, cusiomer response to a back-up means of autheptication for lost or
forgotten passwords, online account, or address of record s vreated or changed. This notificetion B not
regiired when the customer initiates service, including the selection of & password at service initietion.
Thig notification miay be fhrongh a corgler-originated voicemall or text message to the telephone number of
record, or by mail 1o the addeess of record, and must not revend the changed information or be sent to te
new account information,

The Company’s billing systemt generates n noflfication later When any of the ficlds listed In Rule
64,2010} is created or changed The Compary inunedintely meils out the potification to the address of
recerd (never a naw adiivess) when required by Rule 64.20000). The coment of the notificaiion complies
with the requivenenis of Rule 64.20158().



{g) Businesy Customer Exemption. Telecommunications carriers may bind themselves
contractually o authendication regimes other than those described in this section for services (hey provide
to their business custorer that bave both a dedicated account representative and a contract that specificatly
adiresses the carriers’ protection of CPNE

The Comparny docs not wiilize the busivess cusiomer exception at ihiy fime.

Section 64,2011 Notifteation of customer proprietary network informution security
breaches,

{8} A telecomumuntications carrier shell notity law enforcement of & breach of its customers’ CPNI
as provided in this section. The carrier shall not notify its customaers or disclose the breach publicly,
whethet volemarily or under state or local law or these rules, vntil # has completed the process of notifying
faw enforcement purshant to paragraph (1)

{b} As soun as practicable, and in no event later then seven (7) businesy days, afler ressonable
derermination of the breach, the telecommumnications caprler shall electwonically notify the United States
Becret Service (USSS) and the Federsl Bureay of Investigation (FBI) theough o conteal veporting facility.
The Comunission will maintaiz a link to the reporting fcility ot hilp/www.fee.zovieblonnt.

(1) Norwithstanding muy state Jaw t0 the conbrary, $e carvder shall rot notify customaors or
disclose the broach to the public until 7 full business days have passed sfter notifisation to the USSS and
the ¥B1 except as provided by paragraphs (2) md (3).

(2) If the carrier believes that thers is an extraprdinarily urgent need to notify any class of affected
customers sooner than otherwise allowed under paragraph {1), s order to aveid immediate and irreparable
hare, it shali so indicete in its notification and my proveed io imamediately netify its affected customers
only after consuliation with the relevant lnvestigating zgency. The carrier shall cooperate with the relevam
imvestigating sgency’s request 10 minkcize any adverse effects of such custemer notification,

(3} H the relevant lovestigating agency determines that the public discloswe or notice fo
custormers would impede or compromise an ongaing or potentie) criminal investipation or nationsl security,
such agency may dircct the cattier not to so disclose or notify for an inilial period of up to 3¢ days. Such
periad mnay be oxtended by fhe agoney as roasonable necessary i the judgment of the agency. If such
direction is given, the agency shall notify the corrier when It appears that public disclosure of notice w
affected customers will no longer Jmpede or compromise a criminal fnvestigation or national security. The
agenoy shall provide ko writing its injtial ditection to the camisr, any subsequent extension, and any
notification that notice will no longer impede or corpromise & wriminal investigation or nationsl secuity
and such wrilings shall be contemporaneously logged on the same reporting fweility that cordains records of
nofifications filed by cargers.

(t} Recordkeeping, All sartiers shall maintala a recard, cloctronically or in some ofther manner, of
any breaches discoversd, notification made 1o the USSS and the FBY puesnsnt to perngrapl (&), and
notification made to customers. Fhe record must inckide, If available, dates of discovery and notification, &
detatled description of the CPRI that was the sibieet of the breach, and the elrcumstances of the breach.
Curriers shall retain the record for 2 minhmum of 2 years.

The Company has policies and procedures In place 1o ensare compliance widh Rule 84,2011, When it Iy
reasonably determined ther a breach hay ocowrred, the CPNI Compliance Officer will notify law
enforcerment and W enstomer it fhe required thneframes. A record of the breachk witl be muintained for
g mwinlpane of fwo years and  will  inchide nll  Informafion  required By Rule 842011



